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Access to the Registry requires the use of two verification methods: the EU Login account and a mobile
device (soft token).

Both methods are set during registration: in particular, the initialization of the EU Login App installed on
the device generates a mobile unique device identifier (MUDI) which is linked to the EU Login account and,
at the end of registration, also to the user profile in the Registry, thus allowing a match between the two
verification methods.

However, over time, and for various reasons, it may happen that the EU Login App needs to be initialized
again, resulting in the generation of a new MUDI (for example, due to a change of device or removal of the
App). This will result in the loss of match between the MUDI in the EU Login account and the MUDI in the
Registry. The user will then have to restore this match, requesting the update in the Registry of the mobile
device (i.e. the MUDI) authorized for access.

Le indicazioni da seguire per I'aggiornamento del dispositivo autorizzato differiscono a seconda che I'App
EU Login debba essere inizializzata sullo stesso dispositivo che si utilizza per accedere al Registro o su un
altro dispositivo.

The instructions to follow for updating the authorized device differ depending on whether the initialization
of the EU Login App is on the same device used to access the Registry or on another device.

The following paragraphs describe the two possibilities:

1. New MUDI for the same device

2. New MUDI after change of device
L’associazione di un nuovo dispositivo all’account EU Login pu0 avvenire in due modi: tramite la scansione di
un codice QR con il dispositivo gia in uso, o tramite un codice ricevuto via SMS al numero di cellulare
specificato all'interno dell’account EU Login. Nei paragrafi seguenti si distinguono quattro casi possibili:
Linking a new device to the EU Login account can be done in two ways: by scanning a QR code with the old
device, or by entering a code sent via SMS to the number specified within the EU Login account. Four
different cases are possible:

v CASE 1 - the device to be authorized is already linked to the EU Login account

v" CASE 2 - the device to be authorized is not linked to the EU Login account, but the old device still is

v" CASE 3 - the device to be authorized is not linked to the EU Login account and the mobile number on the account is valid
v

CASE 4 - neither the device to be authorized, nor the old device, nor the mobile number are linked to the EU Login account

To update the authorized device (MUDI), follow the instructions in the relevant table
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1. New MUDI for the same device

When opening the EU Login App to access the Registry, if you are not able to scan the QR code but only see
"Initialize", it means that the link created between the device and your EU Login account has been lost (for
example because you have removed the EU Login App, or there has been an update of the operating
system). To continue, you will need to link the device to the EU Login account again: this action generates a
new MUDI in EU Login which will no longer match with the one linked to your user profile in the Registry,
although the device is the same.

Il nuovo MUDI generato dovra essere autorizzato nel Registro, sostituendolo al precedente all’interno del
tuo profilo utente: a tal fine, dovrai inviare all’amministrazione nazionale una richiesta on-line tramite il
Registro come di seguito indicato, e subito dopo aprire la pratica “Aggiornamento Dispositivo (soft-token)”
tramite il sito ARIET.

The Registry administrator will authorize the new MUDI, thus replacing the old one linked to your user
profile: to this end, you will have to send an online request to the administration via the Registry as
explained below, and immediately after open the procedure “Update mobile device (soft-token)” via the
ARIET website.

Attention! If you have not removed the EU Login App but the link of the device with your account is
anyhow lost, before proceeding with a new initialization we recommend that you remove and install again
the App.

REMEMBER! While linking the device to the EU Login account, in order to successfully complete the
initialization of the EU Login App, you must give ALL consents requested. Furthermore, besides the PIN to
unlock the device, it is advisable to activate a biometric authentication tool (e.g. fingerprint, facial
recognition, ...) on devices that allow it, otherwise the device may not be correctly linked to the EU Login
account .

Interface element Action
Choose your verification method LOg into your EU Login account from the website
Mobile Phone + SMS https://webgate.ec.europa.eu/cas
el \/
factor authentcaton Enter your e-mail address (if is not yet displayed),your

1 Mabile phone password and choose Mobile Phone + SMS as
verification method.

International format including country code, e.g. for

Belgium: +32 123 45 67 89
Enter the mobile phone number associated with your
account and click Sign in
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https://ariet.isprambiente.it/ArietWeb/
https://ariet.isprambiente.it/ArietWeb/
https://webgate.ec.europa.eu/cas

Interface element Action

Authentication by SMS text
challenge

& sent 1o your mabie phone by
ge it might take several minutes for
the message to reach your mobile phone.

2 B o) | Enter the code you received via SMS and click Sign in

SMS text challenge

]

E——

Enter the chale

SMS teat mess:

e
EK Se hai perso I'associazione del tuo dispositivo con I'account EU Login e non avevi specificato un numero di cellulare
all’interno dell’account o questo non risulta pit accessibile, segui le indicazioni fornite per il CASO 4

mario ROSSI o

etsutente1@gmail.com

(External)

3 e . Hover your mouse over the gear icon next to your name
ange passwor

and click My account

Logout

Click Manage my mobile device

£
Add a mobile device Delete a mobile device
5 Click Add a mobile device
B2
ChangEELl Login app
PIN code
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Interface element Action

Please giva a name fo identify your mobila devica and
a PIN code o use for it

Your device name

Your 4 cigit PIN code

6 | | Enter a device name to identify your mobile device and

You will be required to enter this PIN code an your
mebile device 10 use the EU Legin mobile app

contm o ot a PIN code, then click Submit

—

Add a mobile device The website displays a QR code

Scan this QR code using

your UL e mebie In your MOBILE DEVICE:

» Open EU Login App and tap on Initialise

» Click Next in the Welcome page
» Point the camera of your mobile device to the
PC screen to scan the QR code

> Enter the PIN code PIN (point 6)

Attention: is always recommended to allow biometric

recognition

V] Your device is now associated to your EU login
account

Recommended! Before the update of mobile device,
[.P E.P please remove your previous device from your EU Login
stz movie devce | Deiete s mavie deice account (old MUDI) clicking on Delete a mobile device
8 and selecting the previous association.

=
B Confirm the removal clicking Submit

Change EU Login app
PIN code
Submit

e European Commission
m} . ! f Log into the italian section of the Union Registry:

https://unionregistry.ec.europa.eu/euregistry/IT

or First time user

Home page
Kyoto Protocol Public Reports

Login issue? Follow the instructions shown in the tutorial Log into the
WELCOME to the Italian En Registry in the Tutorial and Guide section of the ARIET website

If volir mohile device ic not =
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Interface element

Action

The devics you ara using to Jogn doss ot metch the dsvics rgistersd in EUCR.
it tha da itematrvely matie devics.

pproval of your *oen take 8 fews dsye 1o
e prccessad. 1 you siready subimiled s (equest lor changing e sevice, it s 101 necesssry o re-sumil s

The system informs you that the mobile device entered
is NOT more authorized to access into the Registry

Click Change device

Change Device Confirmation o

Please confirm that you want to change your authentication
1 1 device

i

To confirm that you want to change your device click
Confirm

The system confirms that an online request has been
submitted

0 Your request has been submitted to the National Administrator!

For the approval, please open the procedure “Update mobile device (soft-token)” in ARIET
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2. New MUDI after change of device.

If you wish to use a different device to access the Registry, the procedure to follow changes depending on
your situation: if the new device is not already linked to your EU Login account, you can add it by scanning a
QR code with the former device, or entering a code received via SMS to the mobile number specified in the
account, or following the procedure to reset the additional verification methods (both device and mobile

number).

Find out which is your situation:

Both the former and the new device are already linked to your
CASE 1 EU Login account (you just want to change the device
authorized for access).
The former device is still linked to your EU Login account and
CASE 2 . .
- you want to add a new device to be authorized.
You want to add a new device to your EU Login account but the
former device is no longer available (for example, it has been
CASE 3 lost, stolen, broken, or is no longer linked to the account).
. e g . €, 3331234567
However, the mobile number specified within the account is
still active.
Account EU Login
You want to add a new device to to your EU Login account but
CASE 4 neither the former device nor the mobile number specified in

the account are available.

{.33%567
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CASE 1

To access the Registry with a device other than the authorized one but already linked to your EU Login
account, follow the instructions in the table below:

Interface element

Action

European Commission

Climate Actio

Energy for

-
|

‘ br First time user

Home page
Kyoto Protocol Public Reports

WELCOME to the Italian Em

Log into the italian section of the Union Registry at
https://unionregistry.ec.europa.eu/euregistry/IT

Login issue? Follow the instructions shown in the tutorial Log into the
Registry in the Tutorial and Guide section of the ARIET website

The device you are using to Jogn dosa ok metch the cevics registared in EUCR.

ras P ith the or sitmativel mabia devios.

Prease note that the change Is susject 1o approval of your Nations! AmIniata:or and It oan tske 8 few ceye to
e prccessad. 1 you siredy subiniled i o, i s nol neces s

Tesquest e chianging e di

Loain

Once logged into the Registry, the system informs you
that your MUDI is not authorized for access because is
not yet linked to your user in the Registry

Click su Change device

Change Device Confirmation o

Please confirm that you want to change your authentication
3 device

—

To confirm that you want to change your device click
Confirm

The system confirms that an online request has been
submitted

Your request has been submitted to the National Administrator!

For the approval, please open the procedure “Update mobile device (soft-token)” in ARIET
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CASE 2

If you want to add a new device to your EU Login account for accessing the Registry and the former device

is still available, follow the instructions in the table below:

Interface element

Action

Sign in to continue

Log into your EU Login account from the website
https://webgate.ec.europa.eu/cas

Enter your e-mail address (if is not yet displayed), your
password and choose EU Login Mobile App QR Code as
verification method.

Welcome
etsutente1@gmail.com
(External)
1 Sign in with a different e-mail address?
Choose your verification method
EU Login Mobile App QR
OO0  code ~
O%  cenerate th CI' k S' H
ick Sign in

QR code authentication

Plazsa scan the OR coda with your EL Login mabile app and

sean
type in the generated cade beiow.

Open the EU Login mobile App in your previous
authorized mobile device and tap on Scan QR Code

Enter the code generated by the EU Login mobile App
and click Sign in
mario ROSS! g
etsutente1@gmail.com
(External)
3 PR Hover your mouse over the gear icon next to your name
and click My account
Logout
¥ 2 4
e . . .
4 -‘-3 . 9 Click Manage my mobile device
£ @

sl my devices
Menaga my aiDs ang sl IFANIC )
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https://webgate.ec.europa.eu/cas

Interface element Action

® | ®

Addamobile device | Deliele @ mobile device

5 Click Add a mobile device

P

Change EU Legin app
PIN code

Please give a name lo identy your mobile device and

“Your 4 digit PIN code
6 |W | Enter a device name to identify your mobile device and
a PIN code, then click Submit

aPIN code to use for it

Your device name

mobile device to use the ELI Login mobile app

Confirm your PIN code

Submit Cancel

The website displays a QR code
Add a mobile device

In your MOBILE DEVICE:

Scan this QR code using

your EU Login mobile
app. >

Open EU Login App and tap on Initialise
» Click Next in the Welcome page

» Point the camera of your mobile device to the

PC screen to scan the QR code

s > Enter the PIN code PIN (point 6)

Attention: is always recommended to allow biometric

recognition

V] Your device is now associated to your EU
login account

European Commission

Log into the italian section of the Union Registry at
https://unionregistry.ec.europa.eu/euregistry/IT

Energy for

r First time user
Login issue? Follow the instructions shown in the tutorial Log into the

Home page a
WELCOMED the talian B Registry in the Tutorial and Guide section of the ARIET website

Kyoto Protocol Public Reports
- |

'_If vauir mohile device i nnt 2

7 { Once logged into the Registry, the system informs you
e BEREma s semmeis | that your MUDI is not authorized for access because is
. | notyet linked to your user in the Registry
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Interface element Action

Click on Change device

Change Device Confirmation o

10 Please confirm that you want to change your authentication TO Conﬁrm that yOU want to Change your deVice C“Ck
device .
Confirm

e

The system confirms that an online request has been
submitted

0 Your request has been submitted to the National Administrator!

For the approval, please open the procedure “Update mobile device (soft-token)” in ARIET
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CASE 3

If you want to add a new device to your EU Login account to access the Registry and the former device is no
longer available, but you can still use the mobile number specified for the EU Login account, follow the

indications in the table below:

If you want to know the number you specified in your EU Login account, log in with your password and click on "My

account details"
Interface element Action
Log into your EU Login account from the website
Metodo di autenticazione
s e https://webgate.ec.europa.eu/cas
kel . s .
B I Enter your e-mail address (if is not yet displayed),your
1 catuare password and choose Mobile Phone + SMS as
‘ s o e e verification method.
es. per il Belgio: +32 123 4567 89
W Enter the mobile phone number associated with your
account and click Sign in
Authentication by SMS text
challenge
s S
2 T | Enter the code you received via SMS and click Sign in
SMIS text challenge ‘ . |
|
mario ROSSI a
etsutente1@gmail.com
(External)
3 FE— Hover your mouse over the gear icon next to your name
and click My account
Logout
o L L
4 -'-' Click Manage my mobile device
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https://webgate.ec.europa.eu/cas

Interface element Action

® | ®

Addamoblle deviee | Delete a mobile device

5 Click Add a mobile device

Change EU Login app
PIN cade:

6 Enter a device name to identify your mobile device and
a PIN code, then click Submit
Add a mobile device
The website displays a QR code
. ; In your MOBILE DEVICE:
Scan this QR code using v
your EU Login mobile > Open EU Login App and tap on Initialise
app. > Click Next in the Welcome page
» Point the camera of your mobile device to the
7 PC screen to scan the QR code
» Enter the PIN code PIN (point 6)
Attention: is always recommended to allow biometric
recognition
— V] Your device is now linked to your EU login account
Recommended! Before the update of mobile device,
[P [P please remove your previous device from your EU Login
watamoste sevee | pece amonte acvee account (old MUDI) clicking on Delete a mobile device
8 and selecting the previous association.

o
.:

Change EU Login app
PIN code

Confirm the removal clicking Submit
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Interface element

Action

European Commission

Log into the italian section of the Union Registry at
https://unionregistry.ec.europa.eu/euregistry/IT

T Login issue? Follow the instructions shown in the tutorial Log into the
Kyoto Protocol Public Reports Registry in the Tutorial and Guide section of the ARIET website
Once logged into the Registry, the system informs you
T that your MUDI is not authorized for access because is
9 e ety el A T e not yet linked to your user in the Registry
Click su Change device
Change Device Confirmation o
10 Please confir that you want to change your authentication To confirm that you want to change your device click
device

—

Confirm

The system confirms that an online request has been
submitted

Your request has been submitted to the National Administrator!

For the approval, please open the procedure “Update mobile device (soft-token)” in ARIET
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CASE 4

If you want to add a new device to your EU Login account to access the Registry, but neither the former
device nor the specified mobile number are available anymore, you will need to delete all data in your EU
Login account and specify new ones. This procedure unenrol your user profile in the Registry and, after you
have added new data to your EU Login account, a new enrolment key will be generated and the national
administrator will send it to you. Follow the instructions in the table below:

Interface element Action

Password

Log into your EU Login account from the website
https://webgate.ec.europa.eu/cas

Lost your password?

Choose your verification method

Enter your e-mail address (if is not yet displayed), your
1 Password ifi i
E Authenticate to EU LOgInW’Ith only v password and Choose Password as Verlflcatlon
your password. methOd.

m Enter your password and click Sign in

mario Ross| ¥
etsutente1@gmail.com
(External)
) T Hover your mouse over the gear icon next to your name
and click My account
Logout
i o o
= F = =
My account detalls Configura my accaunt Delete my account
oo s ] . .
3 - - Click STOP Delete all my devices and elD (PANIC)

WManage my Security
Keys and Trusted
Platforms

L G

Delete all my devices
and eIl (PANIC)

Manage my mobile
devices

Manage my mobile
phone numbers

Manage my elDs

Delete all my devices and elD (PANIC) Confirm the deletion and click Delete

ot ba undann.

@ The system confirms the deletion of all additional
verification methods
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Interface element Action

M.m Log into your EU Login account again, click Login

5 Logout Enter your password and click again on
o L L
Hover your mouse over the gear icon next to your name
6 o ) and click My account
r )
Click Manage my mobile phone numbers
e O
+32123
456789
Add a mobile phone . .
7 number Click Add a mobile phone number

¢ My Account

Add a mobile phone number

Mobile phone number

8 Enter your mobile phone number including country
g 2 s code and then click Add

fnee

Challenge code for adding a mobile phone number, sent by Enter the code you received via SMS and then CIICk
text message Finalise

@ Your mobile phone number is now associated to
your EU login account

Back to your account data, click on

¢ My Account

(if in the meantime you logged out from EU Login, login again
following the instruction of step 1 and 2.)
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Interface element

Action

o L 8
10 ~? t? Click Manage my mobile device
£ S L
11 Click Add a mobile device
12 Enter a device name to identify your mobile device and
a PIN code, then click Submit
The website displays a QR code
Add a mobile device
Scan this QR code using In your MOBILE DEVICE
your EU Login mobile
app. » Open EU Login App and tap on Initialise
» Click Next in the Welcome page
» Point the camera of your mobile device to the
13
- PC screen to scan the QR code
» Enter the PIN code (point 6)
Attention: is always recommended to allow biometric
recognition
V] Your device is now linked to your EU login
account
After the completion of the verification method
14 Logout addition, before access into the Registry, you need to

logout from your EU Login account
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Interface element

Action

European Commission

Climate EI\ctio

nergy for

15

If vour mohile device is not 2

Log into the italian section of the Union Registry at
https://unionregistry.ec.europa.eu/euregistry/IT

Login issue? Follow the instructions shown in the tutorial Log into the
Registry in the Tutorial and Guide section of the ARIET website

16

The system informs that a change devices has been
registered. Click Login and access into the Registry with
the new mobile device (EU Login Mobile App QR Code)

Curopesn Commision
Climate Action
Eraigy fors Canging Werld

MBI
Plessse proveed in orcer 1o regi

17

Once logged into the Registry, the system informs you
that your MUDI is not authorized for access because is
not yet linked to your user in the Registry

Click su Change device

] 8 Update confirmation °

Please confirm that you want to register this device

=

To confirm that you want to change your device click
Confirm

The system confirms that an online request has been
submitted

o Your request has been submitted to the National Administrator!

For the approval, please open the procedure “Update mobile device (soft-token)” in ARIET

Tutorial — Update the mobile device

pag. 17


https://unionregistry.ec.europa.eu/euregistry/ITs
https://ariet.isprambiente.it/ArietWeb/customPage/tutorial-and-guides
https://ariet.isprambiente.it/ArietWeb/

